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Online safety at School:

Children are learning more and more about the internet at a young age. It is important
that children are educated from an early age on how to safeguard themselves online.
This doesn’t just mean presenting them with information every now and then, it means
embedding it into lessons across the curriculum, and facilitating discussion about it
where possible.

Our online safety curriculum is taught through Project Evolve. These sessions are taught
alongside our Teach Computing and Jigsaw (PSED) sessions to support a holistic
approach to improving our pupils' knowledge, safety and understanding of the digital
world.

Each term we will focus on different aspects of online safety. Over the duration of the
year we will look at all of the 8 strands of the curriculum from Project Evolve which is
underpinned by Education for a Connected World:

e Self-image and identity

e Online relationships

e Managing online information
e Health,well-being and lifestyle
e Online Reputation

e Privacy and security

e Online bullying

e Copyright and ownership

School aims:
At school we aim that all children in Poppleton Ousebank will:

e use the internet and other digital fechnologies to support, extend and
enhance their learning, in a safe and informed way

° understand how to stay safe online

e develop a healthy relationship with tfechnology and understand how to
look after their own wellbeing within the use of technology in school and
at home

e engage and understand our ambition fo be a smartphone free school



Digital Leaders:

At school we are establishing a core of pupils as “Digital Leaders” who are becoming
further educated in areas of online safety. They will promote the core values of
computing and online safety curriculum to their peers. We also celebrate “Safer Internet
Day” annually led by the Digital Leaders and staff which further embeds children’s
knowledge about online safety.

Smartphone Free School:

We aim to be a “Smartphone free school.” Research has strongly highlighted the
negative impact smartphones can have on children’s mental health, behaviour, and
well-being. We strongly encourage all parents to be well- informed of this growing
evidence. Please take a look at the wealth of research and resources below.

https://smartphonefreeschools.co.uk | https://smartphonefreechildhood.co.uk/about

SMARTPHONE
FREE CHILDHOOD

Kids & smartphones - what’s the big deal?

Whan children first started getting smartphones a decade ago, there was no
research about their impact. Now there is, and it's overwhelming.

X
HARMFUL CONTENT

Smartphones act as a gateway 1o pornography,
wiclant and extreme conteni. Often kids don't seek
thern aut but are exposed to themn via algerithms and
rmassaging apps. Onee seen, these things can never
be unseen. 90% of girls and 50% of boys say they're
sent expliclt content they didn't want o see.
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ACADEMIC DISTRACTION

The averape teen recelves 237 smartphone notificatons
a day - one every few minutes - making focusing
on schoolwork hard. Studies show that excessive
smartphone uge has negative impacts on academic
performance. Children at schools with effective
sanariphons bans get GOSE's 1-2 grades higher.
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CYBERBULLYING

Disagreements between pupds used to stop at the
school gate, now they follow kids whesever they go,
24/T. Young pacple who experience cyberbullying
are twice as [kely to attempt sulcide and salf-harm.
One in slx teens report being cyberoullied in the past
manth. according 1o the World Health Organization.
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ADDICTION

Tech cornpanies intentionally make apps addictive,
becalse the mare time we spand, the more data they
harvest, the more money they make. By leveraging
dopamine eireulis, they trigger brain responses akin to
sholt rrachinge gamblng. 1in 4 young adults show signs
of behavicural addiction to smariphones.
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GROOMING

Sites like TikTok, Snapchat and Roblox are used by
sexual predators to target children with thelr first
sartphones, blackmalling them into shasding sexual
content. Sextortion ks now the fastest growing crime
againat teens. Since 2022, there has been a B6% rise in
‘sell gererated’ sexal abuse imagery of ehildren undar 10,
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MENTAL ILLNESS

Rates of depression, anety and sulcide in yourg
people have spiked glabally since 2010, when children
first began getting smartphones. The first generation
o grow up with smartphones are now adults -
data shows that the younger they got their fiest
smartphone, the worse thelr mental health teday.

OPPORTUNITY COST

Underpinning all these harms |z one that i potentially the most significant of al. For the first time in human history,
children are spending more time on devices than they are playing - an activity crucial to ouwr healihy development.
Smartphones are experience blockers, distracting children from engaging in the real world. The average UK 12-year-
old now spends 20 hours a week - equivalent to a part-time job - on their emartphons. This leaves bittle time for
the real workd activities and relationships that enable us 1o learn the essential lfe skils we need 1o transition into
adulthood, The average dally time that teens spend with friends has plummetad by 65% since 2010,

Join the grassroots parents movement to protect childhood from Big Tech

www.smartphonefreechildhood.co.uk/join
For all links o stals references see waw, smartphonefreschildhood. co.uk/the-problerm


https://smartphonefreeschools.co.uk/
https://smartphonefreechildhood.co.uk/about

Help At Home

At home, many children are exposed to multiple electrical devices that can access the
internet whether it be for educational purpose, recreational or socialising with friends. As
adults, we know the current generation is fully immersed in the digital world and it is
something that comes with many risks. Alongside the efforts of our online safety
curriculum offer at school, we require the support of parents to develop positive online
habits with our pupils at home when they're navigating the internet. We encourage
parents to support positive boundaries regarding devices and monitor your children’s
online activity.

The technology that children use every day can seem a bit daunting and you might
worry about the risks your child can face online — such as bullying, contact from
strangers or the possibility of them seeing illegal or inappropriate content. If at any point
you are concerned about your child online, please ask the school for support. In
addition to this, please see the links and advice below to further support you at home.

What can | do to help protect my child?

It's important to work together as a family to help keep your child safe online. This can
be done using four simple steps; Talk, Explore, Agree and Manage (TEAM) online safety.

e Talk to your child regularly about what they're doing online and how to stay safe.
Let them know they can come to you, another trusted adult or Childline if they're
feeling worried or upset by anything they've seen. Why not play the game on
Childline Parents vs Kids game to help get the conversation started?

° Explore your child’s online activities together. Understand why they like using
certain apps or games and make sure they know what they can do to keep
themselves safe.

e Agree your own online rules as a family.

e Manage your technology and use the settings available to keep your child safe.

Other suggestions:

e  Open discussion( TEAM approach)
° Rule sefting/agreement — what, who, how long, where
e  Parental controls - putting restrictions on apps.

e Decline access to social media - the legal age for many of these appsis 14 and
we should be protecting children from these platforms until they are emotionally
mature to access them.

e  Monitoring your child's time on devices/ which apps they're using


https://www.childline.org.uk/get-support/
https://www.childline.org.uk/get-support/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/

Useful links:

hitps://smartphonefreechildhood.co.uk/about
hitps://www.childline.org.uk/get-support
hitps://www.ceop.police.uk/Safety-Centre
https://www.nspcc.org.uk/keeping-children-safe/support-for-parents
hitps://saferinternet.org.uk
hitps://www.gov.uk/government/publications/education-for-a-connected-worl
Online Safety — Helping Parents Understand

Online Safety Information for Parents/Carers

Online Safety for Parents/Carers

CEOP - News and information about internet safety

National Online Safety guide to Tik Tok

10 Tips to Keep your Children Safe Online

Snapchat Checklist

YouTube Safety Fact Sheet



https://smartphonefreechildhood.co.uk/about
https://www.childline.org.uk/get-support/
https://www.ceop.police.uk/Safety-Centre/
https://www.nspcc.org.uk/keeping-children-safe/support-for-parents/
https://saferinternet.org.uk/
https://www.gov.uk/government/publications/education-for-a-connected-world
https://nationalonlinesafety.com/guides
https://www.thinkuknow.co.uk/parents/
https://www.thinkuknow.co.uk/
https://www.ceop.police.uk/Safety-Centre/
https://pop.hslt.academy/wp-content/uploads/2022/08/national-online-safety-guide-to-tik-tok.pdf
https://pop.hslt.academy/wp-content/uploads/2022/08/10-tips-to-keep-your-children-safe-online.pdf
https://pop.hslt.academy/wp-content/uploads/2022/08/snapchat-checklist_new_.pdf
https://pop.hslt.academy/wp-content/uploads/2022/08/youtube_safety_factsheet_24-nov_17.pdf

